TechC@RE directors and officers WARNING

“FAKE PRESIDENT” FRAUD
Companies, targets of choice

Data Identity
collection theft
Appropriation of all relevant Hacking of an email and The approached person (often a The funds then pass through
data(emails, share capital, sending of transfer instructions member of the accounting team) is overseas accounts and are
personal information about pretending to be a manager persuaded to make a bank transfer for almost unrecoverable
managers) an urgent and secret operation

How to protect the company?

> Communicate widely on this risk

> Strengthen the role of the person responsible for the anti-fraud policy
> Segregate duties of scheduling and payment

> Establish procedures for double validation of disbursements

> Secure transfers with banking partners

> Perform stress tests - simulations

How to detect it?

> Warning the Finance Department in case of unusual request

> Authenticate emails and external calls (by systematically asking for a phone
number to call)

Most importantly - do not treat urgent and / or confidential operations

appart of current procedures

How to react in case of attack?

In any case, promptly alert the fraud referent who will notify banks and law
enforcement agencies. Chances to block the transaction will depend on how
quickly this action is taken.
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